Il MNpoTtuBoaencTBME TEXHUYECKON pa3BeaKe

3awuTa oT:
= [pocnylimBaHus Yepes okHa, ABEPU, CTEHDI.

® CHATMA MHOPMALMKN C ANIEMEHTOB KOMMYHMKALIMNA
(cucTembl OTOMNEHNS, BEHTUNSALMK, KOPO6a).

B CHATUA NOBOYHbIX ANEKTPOMarHMTHbIX BOJTH U HABOOK.

= CneuwmanbHbIX TEXHUYECKUX CPEACTB HErmacHoro
nonyyeHunst nH opmaumm («Ky4ykoB»).

MocTaBka cpeAcTB OGHapyXXeHUsA, nokanusauum
npenoTBpalleHust yreukam nHdopmaumm:

= Mo6urnbHble, CTauMoHapHble BoKypaTophl
©GecnpoBoAHOM, MOOUIbLHON CBSA3MN.

= [TonckoBble KOMMEKCh A1 BbISABIEHUS 3aKnaaHbIX
YCTPONCTB.

® /lHOMBMAyanbHble pelleHns Ans 3awmuTbl PU3nYeckmx
ML, OT NPOCHYLUKA N YTEYKM MHDOPpMALMK.

Ob6cnepoBaHMe Ha HanM4uue aKTyanbHbIX
TeXHMYECKNUX KaHanoB yTeukn nHgopmaumnm

Mpu okazaHum ycnyru «AyTCOPCUHI» Hallen
KomnaHuen Bbl nonyuuTe:

= HagexHyto n 6ecnepeboiHyto cuctemy 3aLuThbl
MHGopMauunn.

= MHOTOYpPOBHEBYIO CUCTEMY TEXHNYECKON
NOAAEPKKM N KOHCANTUHrA.

= Momowb npn nogbope, 0byyeHnn kagpos AnNs
paboTbl CO cpeacTBamMM 3aLUTbl MHGOPMaLIMK

= [IpaBoBbIe KOHCYbTALMM MO BONPOCaM 3aLMThbl
MHGopMauun.

Komnanusa «3alwumTta nHpopmaumm» oCyLLecTBnsieT
NesaTenbHOCTb HAa OCHOBaHUWN NNLEH3NIA:

1. JlnueHauna ®CTIK Poccun Ha ocyLLecTBreHne
OEeATENbHOCTM MO TEXHUYECKON 3aluuTe
KoHMmaeHumansHon nHcopmaummn Ne 1146 ot
17.06.2010

2. NnueHsna OCHB Ha ocylecTBneHne
OeATeNbHOCTM N0 NPEAOCTABEHNIO YCNyr B ob6nacTu
wndppoBaHus nHdopmaummn Ne561/y ot 24.08.2010.
3. NuueHsna ®CH Ha ocylecTBneHne
OEeATeNbHOCTM MO pacnpocTpaHeHus
LWndpoBankeHbIX (kpuntorpadudeckmx) cpeacts Ne
562/p ot 24.08.2010.

4. JlnueHausa ®CB Ha ocyLlecTBneHne
OEeATENbHOCTM MO TEXHUYECKOMY OOCMYyX1BaHMIO
LWndpoBanbHbIX (Kpuntorpaduyecknx) cpeacTs
Ne564/x ot 24.08.2010.

Hawumu cneynanuctamm peannsoBaHbl 4eCATKN
NpPOEeKTOB Mo MHOPMaLMOHHON 6e3onacHoCTH B
pasnuYHbIX OTpacIsX, BKIoYasa TENEKOMMYHUKaLIWK,
VHaHChl, TOCCTPYKTYpPbl, MPOMbILIMEHHOCTD,
aBManepeBO3KN 1 Ap.

Haww npoekTbl Bol MmoXxeTe yBuaeTb B Pecnybnuke
Komu, ApxaHrenbckoin 1 JleHuHrpaackon obnacTu.

000 “3awwuta nHdopmauumn” r. CoikTbiBKap, yn. Nepsomaiickasn, 9
Ten. (8212) 310-310, www.ooozi.ru, e-mail: tzi@nordcomp.ru

SALUMTA
WHO®OOPMALIN
A

000 «3awmTta nHdpopmaummn>»

KoMnnekcHble pewieHus
MHOpPMaLMOHHON 6e3onacHOCTHU

«3awmTta nHpopmMmaymn>»

- coCTaBJifiloWas rpynnbl KOMNaHUMA
«HopakoMn>, UbUMMU ycCJiyramu
CUCTEMHOM MHTEerpaumm nosib3yrTcs,
HauMHaa ¢ 1996 ropa, AECATKMN
KpPynHenwmnXx KOMNaHUM He TON1bKO
CbiKTbIBKapa, HO n Bce Pecnybnukmu.



I V1 bopmaumoHHan 6e30nacHoCTb

MHdopmaumoHHas 6e3onacHOCTb ABMSETCS 3aN10roM
cTabunbHOCTM M AenoBOro ycnexa nobon opraHusa-
ummn. Ocoboe BHMMaHMe HeOBXO4UMO YAENUTb
3auuTe:

= [lepCoHarnbHbIX AaHHbIX.
= KOMMep4YecKom TalHbl.
= Cny>xeBOHOW TalHbl.

KomnnekcHas nHdopMaLunoHHasa 6e3onacHoOCTb
OoCTuUraeTcs nyTeM peanu3aumm opraHu3auMoHHbIX 1
TEXHUYECKNX MEPOMPUSTUIA.

Il YrpasneHve nHOpPMaLIMOHHON
6e30nacHoOCTLIO

AyauT nHdopmaLmMoHHOM 6e3onacHOCTU:

m Ha cooTBeTCTBUE Tpe6OBaHVIFIM ©esonacHocTn
nepcoHarnbHbIX OaHHbIX.

m Ha cooTBeTCcTBME KOpPNOPaTUBHBLIM CTaHZapTaMm
6e3onacHocTM UHdopmaLnK.

= /iHgmBuayanbHasa paspaboTka KopropaTuBHbIX
cTaHOapToB ayauTa UHGopMaLUMoHHoN 6e3onacHoc-
™.

AchopcuHr CUCTeMbl 3aLlnTbI VIH(*)OpMaLIVIVI
= MHoroypoBHeBas MOAENb TEXHUYECKOW MOAAEPXKKN
NMo3BONSIET ONepaTUBHO pearMpoBaTh Ha 3anpochkl 1 B
KpaT4yawLume CPpoKM yCTPaHSATb BO3HUKLUME MPOONEMbI.

m AYTCOPCUHI MOXXET OCYLLIECTBIAETCS KaK Mo opraHnaa-
LIMOHHOMY, TaK 1 TEXHUYECKOMY HanpaBneHUIo.

ConpoBoXxaeHue MHUUOEHTOB, CBA3aHHbIX C
HapyLueHMeM NpaBun 3aWmThbl UHopMaLUK

= OpraHn3aLms 1 NoMoLLb
B paccregoBaHum

m PearvpoBaHue Ha MHUMOEHTbI

I NpBegeHne B COOTBETCTBUM

C 3aKoHoAaTeJNIbCTBOM

[nsa 3awmTbl NpaB coGCTBEHHMKA MHbopMaLMK B
COOTBETCTBMM C 3aKOHOAATENBCTBOM AOMKHbI GbITh
npuBeOeHbl B COOTBETCTBME CUCTEMbI 0GPabOTKU:

lMepcoHanbHbIX AaHHbIX.
Kommep4yeckor TanHbI.
Cny>xebHol TalHblI.

ATtTecTaumsau AeKnapupoBaHue

ATTecTaT COOTBETCTBUSA, leKnapaLuns NoaTBepKaaeT,
4YTO aBTOMATM3NPOBAHHAas cucTeMa COOTBETCTBYeET
TpeboBaHUAM cTaHOapToOB, HOPMATUBHO-NPABOBbIX
akToB Poccuiickorn ®egepaumn.

B 3awuTta nicpopmauumn

OT HECaHKUMOHUPOBAHHOIO aocTtyna

BHeapeHue nporpamMmMHbIX U TEXHUYECKUX CPEACTB
3alWmnThbl MHDOPMAL MM OT HECAHKLIMOHUPOBAHHOTO
AOCTyna peLlaeT crefyoLm 3agaqum:

KoHTporb 3arpy3ku ¢ BHELLUHUX HOCUTENEN.
[MonHoMo4YHas cucTema yrnpasneHusi JOCTYMNOM.
KoHTpornb nevatn KoHpMaeHLManbHbIX JOKYMEHTOB.
fapaHTMpOBaHHOE YHUUYTOXEHNE INEKTPOHHBIX
[OKYMEHTOB.

Pernctpaumsa gencreni nonb3oBartens.
PasrpaHudeHue goctyna Kk MHopMaLOHHbIM pecyp-
camunTt.g.

Co3aaHue cucteMbl onepaTMBHONO CKpbITUA
(MacknpoBaHus) UH(pOpMaLMOHHBLIX pecyp-
COB MpU Ype3BblYaNHbIX CUTYaLMAX

Bo3moXkHble MeToabl onoBeLLle-
HUSI CUCTEMbI [ 9KCTPEHHOTO o

CKPbITUS MHOpMaL:

= KoOrHaumsa knaBumL Ha cepeepe.

m TpeBOXHas kHOMka pagmobpenka.

u CMC coo0bLueHue.

m [lloOble Apyrve MeToabl ONoBeLLeHNUs MoryT BbiTb

pa3p860TaHbI MO XeIlaHIo 3aKa34dunKa

Il CeTteBas 6e3onacHoOCTb

CucteMbl MeXceTeBOro aKpaHMpoBaHUsA
Obecne4veHne 6Ge30nacHOro NOAKMYEHNsI KOpriopaTue-
HOW CETU K CTOPOHHUM ceTsM, ceTn MiHTepHeT. OGecne-
YeHUe KOHTpOonA I/IHd)OpMaLI,VIOHHbIX NOTOKOB Mexay
cerMeHTamm KOprnopaTUBHOWN CETH, a TakXKe pasrpaHu-
YeHwne JOoCTyna K BHYyTPEeHHUM pecypcam cetu

CuctemMbl 0OHapyXeHUA 1 npegoTBpaLleHns
BTOPXKE€HUN

Ob6ecneyeHne NONHOrO KOHTPONSA KAHANOB CBA3U U
NpoakTMBHOE NpeaoTBpaLleHMe aTak Ha KPUTUYHbIE
cepBepbl M paboune cTaHUnn.

Co3paHue 3almLLeHHbIX KaHanoB CBA3MU ONA:
= Bzamogencteus pacnpeneneHHbiX 0omcos.
= ObmeHa nHgopmaumeit ¢ yaaneHHbIMU KOHTpareHTa-
MW.
= PaboTbl MOBUMBHBIX OUCOB.

MNMpepoTBpalleHne yTeukn nHdopmaumum (DLP)
MpenoTBpalleHne nepegaym KOHPUAEHLMANBHON
WHpopmauun 3a npegensl UHHPOPMaLMOHHON CUCTEMBI,

KouTponnep gomena
Active Directrory

Biacke:
thw- Wobile

lln-lﬂ-*'- CPeacTeo MrHOBEHWOTD

HTTP
BeG-noura FTPFTPS
Bn. nowra (SMTP)  Telnet

=
L% e \@:a‘@

KoHTtpone: Cantel (HTTP, HTTPS), FTP; anektpoHHas
no4Tta; cnyx6bl MrHOBEHHbIX COOBLLEHNI, hanoBbIN
0OMeH; CbeMHble HOCUTEenNu, yCTPONCTBA; MPUHTEPHI,
WiFi, Bluetooth, USB n ap. nopTbl BBOAA-BbIBOAA.
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